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    TECHNICAL BULLETIN 
Apache Log4j Security Vulnerability  

 

Log4j Vulnerability Statement 

There is a recently discovered critical vulnerability that impacts one of the most popular open-source Java logging 
libraries, Apache Log4j, also referred to as security vulnerability CVE-2021-44228, named “Log4j”.  
 
In response to this, Konica Minolta Healthcare Americas (KMHA) is actively assessing our manufactured products 
to determine possible impact. We are in the process of researching and identifying any remediations needed. 
 
The following KMHA Manufactured products are excluded from this vulnerability:   
 
 All DryPro Printers  AeroDR Products   EXA PACS Software 
 CS-7 Software  Regius CR Readers  Symmetry PACS Software 
 DI-X1   Sigma CR Readers  Printlink 
 ImagePilot (pending verification)  Opal Pacs (pending verification)  HS1, HS2 Ultrasounds 
 Opal Acquire (pending verification)  Ultra Software (pending verification)  MX1 Ultrasounds 
 
Though no direct impact on the above products was identified, there may be questions about 3rd-party products 
that may be integrated or dependent services and not publicly accessible to KMHA. We are working closely with 
external vendors and service providers to collect information and ensure they are remediating, if necessary. We 
will continue to diligently monitor the situation and provide any additional necessary updates. For the latest 
information on this vulnerability, please visit the Konica Minolta Healthcare Cybersecurity website.  

 
External Resources: 

• National Vulnerability Database NIST Website 
• U.S. Cybersecurity & Infrastructure Security Agency CISA Website 
• Apache: Log4j security vulnerabilities 
• Mitre: CVE-2021-44228 
• Mitre: CVE-2021-4104 

 

Our Service Support Organization is here to ensure that your equipment continuously functions at peak efficiency 
to facilitate the delivery of optimal patient care for your organization.  For all security vulnerability questions or if 
you suspect your system may be affected, please visit https://healthcare.konicaminolta.us/cybersecurity/ or call 
our Customer Care Center, Tech Support team at (800) 945-0456. 
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